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ABSTRACT

The malicious URLs which can be used for sending malicious codes and illegally acquiring private information is one of
the biggest threat of information security field. Particularly, recent prevalence of smart-phone increases the possibility of the
user’s exposing to malicious URLs. Since the way of hiding the URL from the user is getting more sophisticated, it is
getting harder to detect it. In this paper, after conducting a survey of the user experiences related to malicious URLs, we
are proposing the rule-based malicious URL detection method. In addition, we have developed java library which can be
applied to any other applications which need to handle the malicious URL. Each class of the library is implementation of a
rule for detecting a characteristics of a malicious URL and the library itself is the set of rule which can have the chain of
rule for deteciing more complicated situation and enhancing the accuracy. This kinds of rule based approach can enhance
the extensibility considering the diversity of malicious URLs.
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Table 1. HypoChain URL-based Rule

RuleName Description
AtMark Whether url has “@" .
BackSlash Whether url has "\
Bitly V\{hether url shortened “Bitl
y form.
ContainDigits Whether url contains digit
S.
Dot Whether url has *."
EqualSign Whether url has “=".

Hypen Whether url has ™~
LengthOfURL Whether length of url is ov
er 65 words.

SemiColon Whether url has *;".
Whether url comes from na
Tld tion where a lots of malicio
us urls are made.

3= 10709 URL-based Ruledl] dig A 2 A
W& AA g AtMark Hypen, SemiColon,
Equ3181gn Rule Z#d#2+= URL F4 AHldl ‘@',
- ='¢] E"F‘E’FXP} =17t A5 EAs
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438} (5)(6). Dot Rule & URLe [PF4
b 23850 e A9E 9 gz Aok
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public class AtMark extends RuleBase {

private String url;
private boolean hypothesis — false;

public boolean isHypothesis() {
return hypothesis;

public void setHypothesis(boolean hypothesis) {
this.hypothesis = hypothesis;

¥

public AtMark(String url) {
super(url);
this.url = url;

¥

public wvoid rulef){
char [] c ;
c = url.toCharArray();
for(int i=8; i<c.length; i++){
if(e[i]=="@"){
setHypothesis(true);
¥

¥

Fig. 2. ‘AtMark’ Rule Class Definition
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Table 2. HypoChain HTML-based Rule

RuleName Description
Wheter html code has (a)
ATag
tags.

CharCodeAt Whether html code has “c
Method harCodeAt()” method.
Escape Whether html code has ‘e
Method scape()” method.

FromCharCodeMe | Whether html code has “f
thod romCharCode()” method.

Whether html code has ‘h

HiddenT .
tadentas idden input type.
Whether html code has (i
IframeTag
frame) tags.
LengthOfDoc .Length of html document
is too short.
NumberOfLines Document lines is small i
n number.
Whether html code has °
ParselntMethod ¢ er” i code has b
arselnt()” method.
Suspicious Whether html document

Words has suspicious words.

Whether html code has u

UnE IHtml
phauatitm nequal pair of <html)—<(/ht
Tag
ml).
WindowOpen Whether html code has
Method “window.open()” method.

W) Fax] WAL spRE 94 Ale] B EAQl )
) wtel 7} 7)Eell FelE o] gleh(12].

22 9] CharCodeAtMethod, EscapeMethod,
FromCharCodeMethod, ParseIntMethod,
WindowOpenMethod = o84 & gle
Java ¥57F 238¥ o] Al et (5)06]. of
P2l Fig. 3. ATag Ruled +3d IZ= 4l
Sretold & rule()wlAx=o]t}

public void rule(){

String[] checkBig = html.split("<");
for(int i-@; i<checkBig.length;i++)}{
string [] checkmid = checkBig[i].split(">");
for(int j=8; j<checkMid.length; j++){
String [] checkSmall = checkMid[].split(™ ™);
for(int k=@; k<checkSmall.length; k++){

if(checksmall[k].equals("a")){
setHypothesis(true);

}
}
b
}

Fig. 3. Overrided ‘rule()’ method of ‘ATag” Rule
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Fig. 4. Operation principle of Rule-chain

(‘fand’ condition)
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Table 3. Description of Chain 1.~b.

Rule-Chain L.
Description
Name
upperAuthority Malicious ur.ls can capture
upperauthority of system.
“Bitly” url form and suspic
SmishingUrl ious words feature smishi
ng url.
linkPossibility Ma'licious url has uspiciou
s link.
tagExist Url has doubtful tags.
Malicious urls intend user
IPUrl s to access specific IP add
ress.

E‘” uf EH* URL /‘}%—3}"4 24 s o2 slck
(12). zej=® <% URL o] HTML W&ol &
ay’ ﬂ't Tol7h Eofolsol FetEw, o= Huf A}
o EE  JME HA  Ale]EQle]  wEexic)
Chain3. linkPossibility:= aTag 2AA
iframeTag AAE AREEsch o|n|xE &
(iframe)e} 2 <ol <(a)elze] =7} 74?4‘”‘4
HE Al E olnlA & AT FH, ARl A A
22 FAlE Ale|EAE HolA 3= A "}01
o 8ol Er}(5). Chaind4. tagExist®
iframeTag, hiddenTag, unEqualHtmlTag 7
A5 dAste] gAalzelE Bige] Wel x2H AL
o EE ®XBIEE AAECH5)(6). Chain 5.
IPUTlS dot AA¢} containDigits AAE 72
3tel URLel [PFA7E EAshs A5 oA
t}.(5). Fig. 5.= upperAuthority A& +3
gk F=olct

et

o
)
F-w

oe o m

public boolean upperAuthority(){
if(backslash.isHypothesis() && lengthOfURL.1sHypothesis()){
if(dot.isHypothesis()){
return true;

1

return false;

}

Fig. 5. Code of ‘upperAuthority’ Chain

(‘or’ condition)

Table 4.+ or®zA°2® 4dZ% Rule-chain
A A&l Chain 6. TLD®:
ChinaTLD(.cn 9} RussiaTLD(.ru)& or &7
o7 dAste] A& Ale|E] S7bE Jube R ofA
URLIAE 8 + J=F 3pdch(10)(11)
Chain 7. javaExe+= evalMethod,
windowOpenMethod, charCodeAtMethod,
escapeMethod, fromCharCodeMethod,
parselntMetod AAZ or TALE o] FHo3l
Java &9 EA f-Fol weh Fofgt Aol ER 3t
¥+ gA sgde5)(6).  Chain 8.
SpecialCharacter<  atMark, equalSign,
hypen, semiColon ZAAE or ZFASZ 99
URL F4& 2Rl S227F ole 45 o4l
+ AtelER g3 4= glAl stk (6)(7). Fig.
6. TLD A& 73t Z=o|c}

ué 7‘(01 tJiT /H ﬂi

Table 4. Description of Chain 6.~8.

Rule-Chain L.
Description
Name
Malicious url from China or Ru
TLD .
ssia.
. Malicious urls have vulnerable j
javaExe . .
avascript functions.
SpecialCha | Malicious urls have special char
racter acters.

public boolean TLD() {
if(tld.isCn_hypothesis()}]|
tld.isRu_hypothesis()) {
return true;

return false;

Fig. 6. Code of TLD Chain

(‘fand’ & ‘or’ condition)

Table 5= and ¥ or XZe= 9Z4=
Rule-chain® %A 2 %S AAgcl. Chain
9. fastPage+ Rule-set®] numberOfLinesZ} A
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Fig. 7.% fastPage A|el& 733 Fxolr},

Table 5. Description of Chain 9.

Rule-Chain ..
Description
Name
Malicious urls might be
fastPage .
formed quickly.

public boolean fastPage(){
if((numberOflLines.isHypothesis()||lengthOfDoc. isHypothesis())
&&suspicioushords.isHypothesis()){
return true;

return false;

}

Fig. 7. Code of ‘fastPage” Chain
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[J) ATagjava

[J] AtMarkjava

[J] BackSlash java

[ Bitly,java

[J] CharCodeAtMethod.
|J] ContainDigitsjava
Dotjava

private String url;
private boolean hypothesis = false;

public boolean isHypothesis() {
return hypothesis;

public void setHypothesis(boolean hypothesis) {
this.hypothesis = hypothesis;

public NewRule(String url) {
super(url);
this.url = url;

od je !

public void rule() {

Implementation of Code

J| NewRulejava
[J] NumberOfLinesjava  }

Fig. 9. Method of adding new Rule
6.2 M2 &0 fst Rule-chain T4
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7pde] A Zlo|a vkl o] 7Pde] Frelehu o
URL=S A3kt &85 A2y $717F =t °l

£ ¥

A& e o
©% Rule? Chaing 743
F77F A oM URL Aol EdH o2 wieds
2 g,

VIl. Android EA3XE Zn}
7.1 2lo|Ed{z| ++&

Rule-set AAIE Es +=% HypoChain Z&
AEZ java 2to]Be{2]s}sle] "jar FAoR EHH
g}, o]ZA sle] AAE HypoChainl.1.2 o]k
28] 7}d& Android Vel HE3le] HAE Z2
AEES Akt

HypoChainl.1.2 glolBzgld] =3=e] gle=
Jsoupzte]Belg] & o]&sto] §JHxl URLS HTML
dloJel & 7 2= 2 At} Jsoup =he|HE
2]9] JsoupAnsytTask ZFdix~ AAS AAstx
execute(Ol&=F At JsoupAsyncTask &
29 doInBackground () "=l
HypoChainl.1.2 #elrzlg]E  AR8sl7] <3l
method Ze#29] AA(static) T checkURL
HA=E %%} checkURL #WA=+ urle]
Arel HTMLS o 7FeAd& v o= E]Edf&
o},

private class JsouphsyncTask extends AsvncTask<Yoid, Yoid, Void= {
private int percent = (;

@0verr ide
protected void onPreExecute() { super.onPreExecute(); }

@verride

protected Void dolnBackaround(Moid. .. params) {
percent = method.checkURL{url):
return null:;

t

@verride
protected void onPostExecute(VYoid result) {

test.setTextipercent + “X7):

t

Fig. 10. Code of Calling HypoChain checkURL()
method
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Rule—chain % 0719] Rule-chaing W3ivh= 9
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Fig. 11. Outputs of Malicious Probability
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